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Common 
Quest ions 

Sh ipServ  uses  l ead ing  sys tems,  sa feguards ,  and  management  p rocedures  

to  ensure  your  da ta  i s  hand led  i n  a  re l i ab le  and  con f iden t ia l  manner .  W e 

answer  be low the  f i ve  mos t  common ly  asked  ques t i ons  about  secu r i t y  and  

sa fe ty .  

 

Can your  data  
be  lost?  
What  
prevents  the 
sys tem be ing 
unavai lab le? 

W e min im ise  the  r i sk  o f  you r  da ta  ge t t i ng  los t  by  seek ing  n+1 redundancy 

( hav ing  one  more  so lu t i on  /  sys tem than  is  needed) :    

! " Us ing  l ead ing  hos t i ng  fac i l i t i es  for  our  serve rs :  

o  Loca ted  i n  secure  bomb-proo f  bu i l d i ngs  

o  Back-up  powers  supp l i es  

o  Mu l t i p le ,  power fu l  i n te rne t  connec t ions  a lso  ensures  h i gh  speed 

connec t ion  

! " Us ing  ma jo r  b rand  hardware  (Sun  ser ver s )  and  so f tware  (Orac le  

da tabases)  

! " Us ing  ser vers  w i th  mi r ro red  hard  dr i ves  and  power  supp l ies  mean ing  

tha t  i f  one  fa i l s  the  o ther  takes  ove r  

! " Mak ing  da ta  back-ups  eve ry  day to  an  o f f s i te  f ac i l i t y .  

 

Can another  
user  (buyer  
or  suppl ier )  
access  your  
da ta  (e .g .  
your  pr ices)?  
Can an 
outs ider  hack  
in to  and 
dest roy  or  
damage your  
da ta? 

W e min im ise  the r i sk  o f  you r  da ta  be ing  seen  or  m isused by ano ther  

cus tomer  or  a  th i rd  par t y  by :  

! " Sh ipServ  sys tems  are  aud i ted  regu la r l y  fo r  i n te rna l  and  exte rna l  

secur i t y  vu lnerab i l i t i es  

! " Your  e l ec t ron ic  documents  are  not  sen t  by  e -mai l  and  so a re  no t  

exposed  to  the  r i sks  i nheren t  i n  th is  t ransmiss i on  method   

! " Sh ipServ  sys tems ’  i n f ras t r uc tu re ,  i nc lud ing  f i r ewa l l s ,  i s  cons tan t l y  

upda ted  wi th  the  l a tes t  vendor  pa tches ,  f o r  max imum secur i t y  and  

r obus tness  

! " Access  to  use r  app l i ca t i ons  r equ i res  a  user  ID  and  password .  These  

can  be  changed a t  any t ime  (w i th  p roper  ve r i f i ca t i on  o f  t he user  

au thor i t y  t o  reques t  such  changes)  

 

What  can 
ShipServ  do 
wi th  your  
da ta? 

Our  access  to  you r  da ta  i s  con t ro l l ed  as  fo l l ows  

! " Al l  phys ica l  and  e lec t r on ic  access  to  Sh ipServ  sys tems in f ras t ruc tu re  

i s  con t ro l l ed  by  a  s ing le  Secur i t y  Coord i na to r  

! " Sh ipServ  emp loyees  and  con t r ac to rs  a re  secur i t y  c lea red  by Sh ipServ  

Managemen t  

! " Access  po l i cy  fo r  cus tomer  da ta  i s  sub jec t  t o  management  con t ro ls ,  

wh i ch  res t r i c t  access  to  spec i f i c  i nd i v idua ls ,  and  on ly  fo r  spec i f i ca l l y  

au thor i zed  pu rposes  such as  t roub leshoo t i ng  

! " Sh ipServ  has  a  pub l i shed  p r i vacy po l i cy  (ava i l ab le  on  our  webs i te ) ,  

wh i ch  sets  ou t  t he  use  wh ich  Sh ipServ  may make  o f  t he  da ta ,  wh ich  

essen t i a l l y  l im i ts  i t s  use  to  s ta t i s t i ca l  purposes  p rov ided tha t  no  

cus tomer  can be  ident i f i ed .  

 

 

Reliability Record 

!" ShipServ’s systems have been

available 99.95% of the time 

!" The longest time that the

system has been unavailable

is 2 hours  

!" The longest period that

ShipServ facility has been

available without unexpected

interruption is 320 days  

Technical Briefing Series  

!" MTMLink - Developer’s Guide

!" MTML Adapter - Developer’s 
Guide  

!" ShipServ Security & Safety 

Available under product 
Information in the Customer 
Centre on www.shipserv.com 


